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It is very easy for a suspect to transfer 
Bitcoin away from an inves�gator if the 
suspect has access to the internet. 

A suspect may have a backup of the 
Bitcoin wallet that the inves�gator does 
not know about. This could be stored 
with a friend, a family member, outside 
of Ireland, or somewhere on the 
internet. A person may give 
instruc�ons to transfer the Bitcoin if a 
person fails to report in at a par�cular 
�me. This can happen even if you have 
the suspects laptop, phone, etc 
securely locked away. 

If the backup is used, the Bitcoin is lost 
to the inves�gator.

When seizing Bitcoin, be extremely 
cau�ous that the des�na�on address is 
correct. It is very easy to make a 
mistake when typing in an address. 
Remember, once the Bitcoin has been 
transferred, it is impossible to reverse 
the transac�on.
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Bitcoin is one of many virtual currencies 
that exist. They can be used to buy 
everyday legal items but can also be used 
to carry out illegal trades in the supply of 
such things as drugs and weapons. It can 
also be used in an a�empt to launder the 
proceeds of criminal conduct. Bitcoin and 
other virtual currencies are capable of 
being seized by law enforcement agencies 
even though difficul�es exist.

Bitcoins are simply pieces of informa�on 
and therefore can be stored on:

- Paper
- Computers
- USB drives
- Mobile phones
- Online
- Even in a person's mind!

These are known as wallets as they are all 
capable of storing bitcoins. Bitcoin wallets 
can be saved online with Bitcoin 
exchanges. A person will need a login and 
password to access the bitcoin wallet.

Bitcoin can easily be changed from a virtual 
currency into a regular currency such as 
Euro, Sterling or Dollar and can also be 
easily be changed to money stored on Visa 
Debit Cards which can be spent anywhere.

Bitcoin is not an anonymous currency, 
although tracing it can be challenging.
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Words associated with Bitcoin:

- Wallet
- Exchange
- Address
- Alt-Coin
- Mixer
- Tumbler
- Darknet
- Darkweb
- Tor
- Blockchain
- Ethereum
- Litecoin

Public wallet address with 35 characters star�ng 
with the numbers "1" or "3", for example:
1BvBMSEYstWetqTFn5Au4m4GFg7xJaNVN2
3J98t1WpEZ73CNmQviecrnyiWrnqRhWNLy

Private keys star�ng with the number "5":
5K9zEZKkvNEDGFMN1BHBeb187k9GRgGBGVBcBTzmbsgEAG6Tp7K

12 random words wri�en in sequence
For example:

1 - palm
2 - eventually
3 - creep
4 - numb
5 - juice
6 - annoy

7 - mighty
8 - possibly
9 - destroy
10 - check
11- said
12 - school

REMEMBER:
Plan in advance to seek out assistance on 
how to search, seize, and secure virtual 
currencies.

Become familiar with brands, logos, 
hardware, and other items associated 
with virtual currencies. This may point 
you to hidden virtual currencies.

What to look for during a search?
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